NHOOPMAIIMOHHASA TAMATKA
JJISA OBYYAIOIIUXCA AJ1AA PASMEIIEHUSA
HA OOUIINAJIBHBIX UHTEPHET-PECYPCAX

C KaXKIbIM I'OJAOM MOJIOACKN B MHTCPHETC CTAHOBUTBLCA 6OHBH_IG, a IIKOJIbHUKKW OJHHU U3
caMbIX aKTHBHBIX IMOJb30BaTenel PyHera. Mexmy TeM, HOMHMO OTPOMHOTO KOJHYECTBA
BO3MOXKHOCTEH, MHTEPHET HECeT U MpoOJIeMbl. DTa MaMsATKa JOJDKHA MOMOYb Tebe Oe301acHo
HAaXOJHUTHCS B CETH.

KomnbroTepHbie BUPYCHI

KomnbroTepHblil BUPYC - 3TO Pa3HOBUAHOCTb KOMIIBIOTEPHBIX IMPOrpaMM, OTIMYUTEIbHON
0COOEHHOCTBIO KOTOPOIl SIBIISIETCS CIIOCOOHOCTh K Pa3MHOXKEHHIO. B JomojHeHHe K 3TOMY,
BUPYCbl MOTYT IOBPEAMTb MJIM IIOJIHOCTBIO YHUUYTOXUTb Bce (ailabl M JaHHBIE,
MOJKOHTPOJIbHBIE TTOJIB30BATENI0, OT UIMEHU KOTOPOTo OblIa 3aIlylleHa 3apakeHHasi IporpaMma,
a TaKXe MOBPEIUTb WIM Jla)Ke YHUUYTOKUTh ONEPALlMOHHYIO CHUCTEMY CO BceMu (aiimamu B
1esnoM. B OonbIIMHCTBE CllydaeB pacpoCTPaHSIIOTCS BUPYChI U€PE3 UHTEPHET.

MeToapl 3alIUTHI OT BPCOAOHOCHBIX ITpOTIpaMM:

1. Wcnonb3yii COBpEMEHHBIC OIEPAIMOHHBIC CHCTEMbI, UMEIOIIHNE CEPbE3HBbIN ypPOBEHBb
3aIUTHI OT BPEIOHOCHBIX IIPOTrPaMM;

2. TlocrostnHO ycraHaBnuBail mauTé (UM(POBBIE 3aIUIaTKH, KOTOPHIE aBTOMATHYECKU
YCTQHABJIIMBAIOTCS C IEIbI0  JOpabOTKH MpOrpaMMbl) M JIPYrHEe OOHOBJICHUS CBOCHU
orepanmoHHo# cucrembl. CkaunBail X TOIBKO ¢ ounuaipHoro caira pazpadorunka OC. Eciu
CYIIECTBYET PEXKHM aBTOMAaTHYECKOTO OOHOBJICHUS, BKJIFOUH €T0;

3. Paboraif Ha cBOeM KOMIIBIOTEpE IIOJ MpaBaMHy I10Jb30BATEls, a HE aJAMHHUCTPATOPA.
OTO HE TMO3BOJMUT OOJNBUIMHCTBY BPEJIOHOCHBIX NPOTpaMM HHCTAIMPOBAThCS Ha TBOEM
HePCOHATILHOM KOMITBIOTEPE;

4. Wcnonp3yil aHTUBUPYCHBIE MPOTPaMMHBIC MPOAYKTHI M3BECTHBIX MPOU3BOIUTENEH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpanuub (puU3HYECKUN JOCTYH K KOMIIBIOTEPY [T TOCTOPOHHUX JIMIL;

6. Vcnonb3yli BHEIIHWE HOCUTENU MH(GOpMaLUHU, Takue Kak (remika, AMCK WK Qailn us3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpbIBaii KOMIIbIOTEPHBIE (DaiiIbl, TOJyUYEHHBIE U3 HEHA/IEKHBIX UICTOYHUKOB. Jlaxe
Te (aiiabl, KOTOpBIE MPUCIIAT TBOM 3HaKOMBIN. Jlydile yTOYHM y Hero, OTIpaBJIsii I OH Te0e uX.

Cerun WI-FI

Wi-Fi - 310 He B mepenauy TaHHBIX, HE TEXHOJIOTHSI, @ BCETro UL OpeHa, Mapka. Eme B
1991 romy Hupaepmanackas kommnaHus 3apeructpupoBana Opern "WECA", dro o6o3Hadano
coBocouetanue "Wireless Fidelity", kotopsrii mepeBoauTcs Kak "0ecripoBOHAS TOYHOCTB".

Jlo Hamero BpeMeHHM [ouuia Japyras aOOpeBmarypa, KOTOpas SBISIETCS TaKOH ke
TexHoJoruei. Oro abopesuatypa "Wi-Fi". Takoe Ha3BaHHE OBUIO JaHO C HAMEKOM Ha CTaHIApT
BbICIIIEH 3ByKoBO# TexHuku Hi-Fi, uro B mepeBoie 03HavaeT "BbICOKasi TOYHOCTB".



Jla, OecrlaTHBI WHTEPHET-IOCTYH B Kade, OTENsIX M a’pornoprax SBISAETCS OTIUYHON
BO3MOXKHOCTBIO BBIXOJId B MHTEpHET. HO MHOTHE dKCIepThl CUUTAIOT, YTo odmenoctynabie Wi-
Fi cetn He sBIsIIOTCS O€30MIACHBIMMU.

Cogertsl 110 6e30macHoCTH paboThl B 00meaocTymHbix cetsx Wi-fi:

1. He mnepemaBaii cBoro JmuHyro uHpOpMaimioo dvepe3 odOmienoctymubie Wi-Fi ceru.
PaboTas B HUX, KeJIaTeJIbHO HE BBOJAMUTH MAPOJIU JOCTYIIA, JIOTHHBI U KAKUE-TO HOMEPa,;

2. VUcnonp3yih u OOHOBISI aHTUBUPYCHBIE MporpamMmbl U Opanamayep. Tem caMbIM Thl
obe3onacuiib ceds OT 3aKaYKU BUPYyca Ha TBOE YCTPOUCTBO;

3. Ilpu wucnons3zoBanuu Wi-Fi otkmoun ¢ynkiuro "OOmmid goctyn K Qaitnam u
npuntepam". JlanHas (yHKUOMS 3aKphiTa MO0 YMOJYaHHIO, OJHAKO HEKOTOPBIC MOJIb30BATEIH
AKTUBUPYIOT €€ JUIsl y100CTBa HCIIOJIb30BaHMs B paboTe wiu yueoe;

4. He ucnonp3yit nyomuunsii WI-FI mist mepenaun JUYHBIX JT@HHBIX, HApUMEp IS
BBIXO/Ia B COIIMAIILHBIC CETH WM B JICKTPOHHYIO TOUTY;

5. Mcnonp3yii Tonpko 3amuiieHHoe coeauHenue uepe3 HTTPS, a ne HTTP, t.e. mpu
Habope BeO-aapeca BBoau umenHo "https://*;

6. B MmoouisHOM Tenedone otkmoun Gyuknuio "Tloakmouenue k Wi-Fi aBromatnuecku".
He nomyckait aBToMmaTrdeckoro noakitodeHus ycrpoiicrsa k cetsim Wi-Fi 6e3 TBoero cormacust.

CoumnajnHble ceTH

ConuasibHble CETH aKTUBHO BXOJAT B Hally JKHW3Hb, MHOTHE JIOAU PAaOOTAIOT U XKUBYT TaM
HoCTOSIHHO, a B Facebook yike 3apeructpupoBaH MHJUTHAPI YEJOBEK, YTO SIBISETCS OIHOU
CeIbMOI BCEX JKUTENIEH IIaHeThl. MHOTHE IMOJb30BaTEIN HE IMOHWMAIOT, YTO WH(pOpMAaIHs,
pasMelleHHas UMU B COLIMAIbHBIX CETSAX, MOXKET ObITh HalJieHa M UCIIOJIb30BaHa KEM YTOJIHO, B
TOM 4HCJIE€ HE 00513aTeNIbHO ¢ O1aruMu HaMEPEHHSIMH.

OCHOBHBIEC COBETHI 10 0€30IIACHOCTH B COMHUAJIbHBIX CCTAX:

1. Orpanmub cnucok apy3eil. Y T1e0Gs B Jpy3bsiX HE JOJDKHO OBbITh CIy4yailHBIX U
HE3HAKOMBIX JIIOJCH;

2. 3amuiail cBoo 4acTHYO Ku3Hb. He yka3piBail mapoinu, TenedoHsl, aapeca, 1aTy TBOETO
POXJIEHUS U JIPYTYIO JMYHYI0O WHGOpMalMio. 3JI0yMBIIUIEHHUKA MOTYT HCIOJIb30BaTh JaXe
I/IHq)OpMaHI/IIO 0 TOM, KaK Tbl 1 TBOU POAUTCIIN IJIAHUPYETC MMPOBECTU KAHUKYJIbI,;

3. 3amumniail cBOIO penmyTaluio - IepKU ee B YUCTOTE U 3ajaBail cebe BOIpoc: XOTen Obl
ThI, YTOOBI JAPYTUE MOJIH30BATEIN BUICIH, YTO ThI 3arpyxkaemib? [logymaii, mpexae yeM 4To-To
OMyOJIMKOBATh, HAMMKMCATh U 3aTPY3UTh;

4. Ecnu ThI TOBOPHIIB C JHOJbMH, KOTOPBIX HE 3HACIIb, HE UCIOJIb3YyH CBOE PEATbHOE UM
U JIpYTYIO JIMYHYIO MH(OPMAITUK: UMsI, MECTO KHUTEIbCTBA, MECTO y4eObl U IIpoUeE;

5. U36erait pazmemenus dotorpaduii B IHTepHETE, Ii€ Thl H300pakeH HA MECTHOCTH, T10
KOTOPOU MOYKHO OIPENETUTH TBOE MECTOIONIOKEHNUE;

6. [Ipu perucTpanuui B COIMATBLHON CETH HEOOXOJAMMO HCIIOJIB30BATh CIIOXKHBIE MAPOJIH,
cocrosmue u3 OykB ¥ QP U C KOTUIECTBOM 3HAKOB HE MEHEe §;



7. s conuanbHOM CETH, MOYTHl U APYTHX CAMTOB HEOOXOJMMO HCIIOJIB30BaTh pa3HbIC
naposu. Toraa eciu Te0s B310OMAIOT, TO 3J0YMBIIUIEHHUKU MOIYy4aT JOCTYI TOJIBKO K OJHOMY
MECTY, a HE BO BCE Cpasy.

3.]'[eKTp0HH]>Ie JACHBI'H

DJNEeKTPOHHBIE JCHBIH - 3TO OYEeHb YNOOHBIA croco0 TIulaTeXxel, OJHAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPBIE XOTST HOJXYYUTh 3TU JICHBTH.

3JICKTpOHHBIe JCHBI'M TIOABHJIMCH COBCEM HCAABHO W HMMCHHO H3-3a O3TOIrO BO MHOI'UX
rocygapCTBax 40 CHUX IIOP HE NPOIHCAHO IIPO HUX B 3aKOHAaX.

B Poccun sxe oHM (YHKIMOHHUPYIOT U O HUX YK€ MPOIUCAHO B 3aKOHE, € MX pa3feisaioT
Ha HECKOJIBKO BUJIOB - aHOHMMHBIC U HE aHOHUMHBIE. Pa3HKIla B TOM, YTO aHOHMMHBIE - 3TO T€, B
KOTOPBIX pa3pemiaercss MpOBOAUTH oOmepauuu 0e3 HASHTH(PHUKAIUW MOJb30BaTesl, a B
HEaHOHMMHBIX MJIEHTH(UKALKS T0Ib30BATEIA ABISAETCS 0053aTEIbHOM.

Taxxe crnenyer pas3inyaTbh AJIEKTPOHHBbIE (PUATHBIE IEHBIU (PaBHBI T'OCYJApPCTBEHHBIM
BAJIIOTaM) U 3JIEKTPOHHBIE He(hUaTHbIC IEHbIM (HE paBHBI TOCYAAPCTBEHHBIM BAJTIOTAM).

OcHOBHBbIE COBETHI 110 0€3011aCHOM paboTe C INEKTPOHHBIMU JEHbIaMU:

1. IlpuBsku Kk cueTy MOOWMIBHBIN TenedoH. ITO camblii YAOOHBIM M OBICTPBIHA CIIOCOO
BOCCTAHOBUThH JIOCTYI K cueTy. [IpuBs3aHHBIA TenedOH ITOMOXKET, eCiu 3a0yJelib CBOM
TUTATS)KHBIA TTAPOJTb WITK 3aiICIIb HA CAUT C HE3HAKOMOTO YCTPOUCTBA,

2. Ucnonb3y#t omHopasoBkie mapoiu. [lociie mepexoa Ha YCHIICHHYIO aBTOPU3AIHIO TeOe
yke He Oy/IeT yrpoKaTh OMAaCHOCTh KPa)XH HIK TiepexBaTa IIaTeKHOTO MapoJis;

3. Beibepu cnoxHbIit mapois. [Ipectynmaukam OyaeT HE MPOCTO YraaaTh CIOXKHBIA MapoJlb.
HanexHble maponu - 3T0 Mapoju, KOTOpbIE COAEp)KaT He MeHee § 3HAKOB M BKIIIOYAIOT B ce0s
CTPOYHBIE U HPONUCHBbIE OYKBbI, HU(PBHl U HECKOJIbKO CHMBOJIOB, TaKM€ KaK 3HaK JoJuiapa,
(yHTa, BOCKIMIaTeNbHBIN 3HaK U T.1. Hampumep, $tRONQ!;;

4. He BBO/IM CBOM JTUYHBIC JJAHHBIE HA CATaX, KOTOPHIM HE JIOBEPSCIIb.
DJIeKTPOHHAA MOYTA

DNeKTpOHHAas oYTa - 3TO TEXHOJIOTHUS M MPEJOCTaBIsEMbIE €10 YCIYTU M0 MEPEChUIKE U
MOJYYEHUIO AJIEKTPOHHBIX COOOILIEHHUH, KOTOpBIE PACHPEAEISIOTCS B KOMIIBIOTEPHOW CETH.
O6b1uHO JJIEKTPOHHBIN ITOYTOBBIN SIIIAK BBITJISTAT CJIEIYIOLIUM oOpa3zom:
UMs_TOJIb30BaTeI(@uUMsL_JoMeHa. Taikke KpoMme Iepelauyd MpoCTOro TEKCTa, HMEeTCs
BO3MOXKHOCTb IepeaaBaTh (paissl.

OcHOBHBIE COBETHI M0 Oe30MacHoi paboTe ¢ 3IEKTPOHHOM MOYTOM:

1. Hago BeIOpaTh NpaBWIIbHBIN MOYTOBBIM cepBUC. B MHTEpHETE ecThb OrpOMHBIN BBIOOP
OecIUTaTHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JIyUIlle JOBEPSTh TEM, KOTO 3HAellb U KTO MEPBBIHA B
pEUTHHTE;

2. He yka3piBail B nM4HOM moute nuuHyro uHpopmanutoo. Hampumep, nyuiie BbIOpaTh
"My3bIKanbHbIN _(paHat@" uium "pokx2013" Bmecto "temal3";



3. Vcnonp3yil ABYXATAHYIO aBTOPU3aLMI0. JTO KOTJa IOMUMO IapoJis HYKHO BBOAMTH
KOJI, IpHUChIIaeMbIid 1o SMS;

4. BoeiOepu cnoxHBIA Taponb. s KakIOro IMOYTOBOTO SIIMKA JIOJDKEH OBITh CBOWM
HaJIC’)KHbI, YCTOMYUBBIN K B3JIOMY MApOJIb;

5. Ecinm ecTh BO3MOXKHOCTB HAlKMCaTb CaMOMY CBOW JIMYHBIM BOIIPOC, MCIIOJB3YH 3TY
BO3MO>KHOCTB;

6. HMcnonp3yll HECKOJBKO IIOYTOBBIX SIUMKOB. IlepBbIii A 4acTHOM HEpEenucKu ¢
azpecaTamMM, KOTOPBIM Tbl JOBEpsCLIb. JTO JJIEKTPOHHBIM aIpec HE HANO HUCIOJIb30BaTh IIPU
peructpanuu Ha popymax u caiTax;

7. He oTkpbIBail (haiisibl U Ipyrue BIOXKEHHUS B MHCbMaX, AaXK€ €CJIM OHU IPUIIUIA OT TBOUX
npy3ei. Jlydie yrodHu y HUX, OTHPABIISUTH JTU OHU TeOe ATH (paiiisr;

8. Ilocie okoHuYaHMs PabOTHI Ha IMOYTOBOM CEPBHCE MEPE 3aKPHITHEM BKJIAJKH C CalTOM
He 3a0y/p HaKaTh Ha "BeriiT".

Ku6epOy/uiuHT WK BUPTYaJibHOE H3/1€BaTeJIbCTBO

KubepOymnuHr - npeciieoBaHie COOOMICHUSAMH, COJIEPKAIUMEI OCKOPOJICHHUS, arpeccHio,
3allyrMBaHKe; XYJIMTaHCTBO; COLMAIbHOE OOHKOTHPOBAHHE C MOMOIIBIO PA3JIMYHBIX WHTEPHET-
CEpPBHUCOB.

OcHoBHbIE COBETHI 110 O0pbOE ¢ KHOEPOYITUHIOM:

1. He Opocaiics B 60ii. Jlyuammii crmoco0: TOCOBETOBAThCS KaK ceOst BECTH U, €CIIM HET TOTO,
K KOMYy MOXHO O0OpaTuThCs, TO BHAdale YCIIOKOMThCS. EciaM Tl HayHeNb OTBEYaTh
OCKOPOJICHUSIMU HAa OCKOPOJICHUS, TO TOJIBKO €1ie OOJIbINe pa30XkiKellb KOH(IUKT;

2. Vrpagisii cBoel kubeppenyraiuei;

3. AHoOHUMHOCTh B ceTd MHHUMas. CylIecTBYIOT CIOCOOBI BBIICHUTH, KTO CTOUT 3a
AHOHHMMHBIM AKKayHTOM;

4. He crouT BecTH XyJUTaHCKUM 00pa3 BUPTyasibHOM XKu3HU. MIHTEepHET uxcupyer Bce
TBOM JICMCTBUS M COXPAHSAET UX. Y AATUTh UX OyAeT KpaiiHe 3aTpyIHUTEIbHO;

5. Cobmrosiaii CBOO BUPTYaIbHYIO Y€CTh CMOJIONY;

6. Urnopupyii enuHUuYHBIA HeratuB. OJHOPa30Bble OCKOPOMTEIbHBIE COOOLICHHUS JIyyllle
UrHopHpoBaTh. OOBIUHO arpeccusi NPEeKpalaeTcsi Ha Ha4aJIbHOM cTaauu;

7. ban arpeccopa. B mporpamMax oOMeHa MTHOBEHHBIMH COOOIIEHUSIMHU, B COLUATBHBIX
CETSAX €CTh BO3MOXXHOCTH OJJOKHPOBKU OTIPABKU COOOIIEHUN C OTIPEICTICHHBIX aJpPECOB;

8. Ecmm 1Bl cBugerens kubepOyumHra. TBow [JeHCTBHSA: BBICTYIUTH IPOTUB
npecieoBaTens, Moka3aTb €My, YTO €ro JACHCTBHS OIEHUBAIOTCS HETaTUBHO, MOJIEP’KaTh
KEpPTBY, KOTOPOM HYXKHA IICHXOJOrMYecKas IIOMOIb, COOOIIUTh B3pOCIBIM O (QakTe
arpecCUBHOTO MOBEJCHUS B CETH.

MoOnJibHbII Tes1e)oH



CoBpemenHble cMapT(OHBI U TUIAHILETHI COAEPKAT B cede BIIOJIHE B3POCIBIN (PyHKIIMOHAT,
U Telepb OHU MOTYT KOHKYpHUPOBAaTh CO CTALlMOHAPHBIMH KoMIbloTepaMu. OHaKo, CpencTB
3alIUTHI JIs1 TOJOOHBIX YCTPOMCTB MOKa OY€Hb Majio. TeCcTMpOBaHUE U MOUCK YSI3BUMOCTEH B
HUX NIPOMCXOJUT HEe Tak MHTeHCUBHO, Kak ans [IK, To ke camoe kacaercsi U MOOHMIIBHBIX
IIPUIIOKEHUN.

CoBpeMeHHBIE MOOMJIBHBIE Opay3epbl yXKe MPaKTHYSCKH JIOTHAIM HACTOJbHBIC aHAaJIOTH,
OJTHAKO pacimupeHre (yHKIMOHANIA BJIEYET 3a COOOI OOJBIIYI0 CIO0XXHOCTh M MEHBIIYIO
3alIMIICHHOCTb.

Jlaneko He BCE MPOU3BOAUTENM BBITYCKAIOT OOHOBIICHUS, 3aKPBIBAIOLINE KPUTHUECKHUE
YSI3BUMOCTH JUIsl CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI JIsl 0€30MaCHOCTH MOOMIBHOTO TellehoHa:

Huuero He sBisgercss mo-HacrosimeMmy OeciuiaTHeIM. Bynb ocroposkeH, Belp Korja tebe
npeiaraloT 0eCIuIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO TUIATHBIE YCIIYTH;

Hymaii, mpexae ueM otnpaButb SMS, ¢oto wnu Buneo. Tel TOUHO 3HAEIIb, T/Ie OHU OYAYT
B KOHEYHOM HTOTE?

Heo6x011M0 0OHOBIIATH ONEPAIMIOHHYIO CUCTEMY TBOETO CMapT(OHa;
Hcnonp3yit aHTUBUPYCHBIE IPOTPAMMBI 1711 MOOHMIIBHBIX TeNIC(OHOB;

He 3arpy>1<a171 MMPUIIOKCHUA OT HCU3BCCTHOI'O HMCTOYHHKA, BCAb OHHU MOI'YT COACPIKATH
BPCAOHOCHOC IPOIrpaMMHOC O6CCHC‘ICHI/IC;

[Tocme TOro Kak Thl BBIAJEINL C CaiiTa, IJie BBOJWI JMYHYIO HH()OPMAIMIO, 3aiad B
HACTpOWKK Opay3epa u yaanu COOKIes;

HepI/IOI[I/I‘leCKI/I HpOBepHﬁ, KaKHC IJIATHLIC YCIIYI'H aKTUBUPOBAHBI HA TBOCM HOMCPCE,

JlaBail cBoil HOMep MOOUIBHOrO TenedoHa TOJIBKO JIOASM, KOTOPBIX Thl 3HACLIb U KOMY
JIOBEpsICLIb;

Bluetooth momken OBITH BBIKIIOYEH, KOTJa Thl MM HE MOJb3yelibcs. He 3a0biBaii mHOTIA
IIPOBEPATH ITO.

Online urpsr

CoBpeMEHHBIE  OHJIAWH-UTPBI - 3TO KPAacOUYHBbIE, 3aXBaTbIBAIOLIUE DPA3BJICUCHUS,
00BEAMHSIONINE COTHHU ThICAY YENIOBEK M0 BceMy Mupy. Urpoku ucciaenyroT JaHHBIA UM MHP,
00IIaI0TCs IPYT € APYTOM, BBIIOJHSIOT 3a/laHUs, CPaXaroTcs ¢ MOHCTPaMM U TOJIYYaroT OIIBIT.
3a yIOBOJILCTBHE OHHU IUIATAT: MOKYMAIOT JUCK, OIUIAYMBAIOT a0OHEMEHT WM IPHOOpETaroT
KAaKHe-TO OILIHUH.

Bce atu cpenctBa uayT Ha ToOAAepXKaHHME M DPAa3BUTHE UIPHL, a TakKKe Ha caMy
0€301aCHOCTh: COBEPIICHCTBYIOTCS CHCTEMBl aBTOPU3AIlMH, BBIMYCKAIOTCS HOBBIE MaTYU
(undpoBbIe 3aMmIaTKU AJIs IPOrpaMM), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOI(O6HBIX HUrpax CTOUT OIlacaTbCd HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpaKu
TBOCTO IMapoJjid, Ha KOTOPOM OCHOBaHa CUCTEMA aBTOPU3ALIUN OOJIBIITMHCTBA urp.



OCHOBHBIC COBETHI 10 0€30IIACHOCTH TBOECTO HUI'pOBOI'0 aKKayHTa:

1. Eciiu npyroii urpok BeneT ceOs TUIOXO0 WM CO3JaeT TeOe HENMPHUSTHOCTH, 3a0JOKUPYH
€ro B CIHCKE UTPOKOB;

2. HOX(&HYﬁCH AAMUHHUCTpAaTOpaM HMIPbI Ha IIJIOXOC IMOBCACHHUE 3TOr0 UIpoKa, KEJIaTCIbHO
IMPUIIOKUTH KAKUC-TO JOKA3aTCIILCTBA B BUAC CKPUHOB;

3. He yka3wiBaii inunyro nHopMaiuio B mpodaiisie urpsl;
4. YBaxail Ipyrux y4acTHUKOB IO UIPE;

5. He ycranaBnuBaii HeoduMaIbHbIE TATYA U MOJIBI;

6. Micnionb3yi CII0’KHBIE U pa3HbIe N1apoJIy;

7. Jaxe BO BpeMs WIpbl HE CTOUT OTKJIOYaTh aHTuBHpyc. [loka Thl urpaemib, TBOH
KOMITBIOTEP MOTYT 3apa3uTh.

@OUIIMHT WIN Kpaka JUIHBIX JaHHBIX

OObIYHOM Kpakel JeHer M JOKYMEHTOB CEroJHsl YK€ HHUKOIO HE YIUBHUIIb, HO C
pa3BUTHEM HMHTCPHET-TEXHOJIOTHH 3JIOYMBIIIJICHHUKH [EPEMECTHINCh B HWHTEPHET, W
IPOJOJDKAIOT 3aHUMAThCA "IOOUMBIM" 1€TTOM.

Tak mosiBUIaCh HOBas yrpo3a: WHTEPHET-MOUICHHMYECTBA WJIM (DUINMHL, TJIABHAS IEIb
KOTOPOT'O COCTOMT B IMOJYYEHHH KOH(DUIECHIMAIBHBIX JAHHBIX IOJb30BATEIEH - JIOTHHOB U
napoieii. Ha anrmumiickom si3pike phishing uuraercs kak ¢ummar (ot fishing - peibnas mosis,
password - mapoJs).

OcHOBHBIE COBETHI IO OOPBHOE ¢ PUITHHTOM:

1. Cneau 3a cBoMM akkayHTOM. Ecnu ThI O103peBaciiib, 4TO TBOSI aHKETa ObliIa B3JIOMaHa,
TO HEOOXOAMMO 3a0JOKHPOBATh €€ U COOOIUTh aIMUHUCTPATOPaM pecypca 00 TOM KaK MOKHO
CKOpee;

2. Wcnonw3yit Ge3omacHble BeO-CaliThl, B TOM YHCJIE, HHTEPHET-MAara3uHOB U MOUCKOBBIX
CHCTEM;

3. Ucnonw3yii cinoxHble W pa3Hble maponau. Takum oOpazom, eciau TeOs B3JIOMAalOT, TO
3JI0YMBIIIJIEHHUKH TOJIy4YaT JOCTYH TOJIBKO K OJJHOMY TBOEMY NMPO(UIIIO B CETH, a HE KO BCEM;

4. Ecnu Tebst B3MoMalnu, TO HE0OXOIUMO MPEAYIPEIUTh BCEX CBOUX 3HAKOMBIX, KOTOPHIE
N00aBJIEHBI Y T€0SI B IPY3bAX, O TOM, UTO T€Os B3JIOMAJIM M, BO3MOXKHO, OT TBOETO UMEHH OyJIeT
pacchuIaThCs ClaM M CCHUIKU Ha (PUITUHTOBBIE CAlTHI;

5. YcranoBu HazaexHsbli napoib (PIN) Ha MOOUIBHBIN TenedoH;
6. OTKIIIOYM cOXpaHeHUe mapoiis B Opaysepe;

7. He oTkpbIBaii (aityibl U Ipyrye BIOKEHHS B MUChMaX, JaKe €CIIU OHU MPHUIILIA OT TBOUX
npy3ei. Jlydie yrouHu y HUX, OTIPABIISUTA JTU OHU TeOe 3TH (haiiibl.

Hudposas penyranus



[udposas pemyraius - 5TO HEraTHUBHAs WM MMO3WTHBHAsS MH(POpPMAaIUs B CETH O Tebe.
Komnpomerupyromas nHpopmanus, pasMelIeHHas B MHTEPHETE, MOXKET CEPbe3HbIM 00pa3zoM
OTpa3uThCs Ha TBOEH peanbHOW ku3HU. "lludpoBas pemyranus" - 3To TBOH MUMHIK, KOTOPBINA
dopmupyercst u3 unpopmaru o Tede B HHTEpPHETE.

TBoe mecTo KHUTCJILCTBA, yLIe6BI, TBOC (bI/IHaHCOBOG IIOJIOKCHHUC, 0COOEHHOCTH XapaKTepa u
paccka3bl O OJIM3KHUX - BCE 3TO HAKAIIMBACTCS B CETH.

MHorue moJIpoCTKH JETKOMBICIEHHO OTHOCATCS K MyOJWKAaIMU JMYHOHW WH(OpManuu B
NHutepHeTe, HE MOHMMAas BO3MOXHBIX MOCHEACTBUM. Thl 1ake HE CMOXEIIb JI0ragaTbCsl O TOM,
yTto pororpadus, pazmerieHHas 5 JeT Ha3al, CTajla MPUINHON O0TKa3a MPUHATH TeOs Ha padoTYy.

Kommenrapuu, pasmenienue TBoux ¢ororpaduii 1 Apyrue ASUCTBUS MOTYT HE UCUE3HYTh
Jla’ke TI0CJIe TOro, KaK Thl X yAaauIlb. Thl HE 3Haellb, KTO COXpaHWI 3Ty HH(OpMaIHIO, ITomana
JM OHAa B IIOMCKOBBIC CHCTEMbl M COXPAaHMJIACh JM OHA, a IJABHOE: YTO MOAYMAIOT O Tebe
OKpY’Karollue JIOAHU, KOTOpble HAayT u yBUAAT 3T0. Hailtu nH(popmanyio MHOIo JIET CIycTs
CMOJET JII000H - Kak M3 J0OphIX NOOYKIEHHM, TaK U C HAMEPEHUEM IMPUYUHUTH Bpea. DTO
MOYET OBITh KTO YI'OJHO.

OcHOBHBIE COBETHI 10 3aKTe H(POBOI pemyTanuu:

1. Tlomymaii, mpexae 4eM 4To-TO MyOJMKOBaTh M IepelnaBaTh y ceOs B Oiore wim B
COIIMATLHOM CETH,

2. B Hactpoiikax mpoduisi yCTaHOBU OTpAaHMYEHHUSI Ha MPOCMOTP TBOETO MPOQMIIS U €ro
COJIEP’)KUMOT0, CcIeNai ero TOJbKO "1Isl Ipy3en';

3. He pa3memiaii u He yka3biBaii MH(MOpPMAIIHIO, KOTOPass MOXET KOT0-IU00 OCKOPOJISATH
WY O0MXKATh.

ABTOpCKOE IPaBo

CoBpeMeHHbIE MKOJBHUKHU - aKTUBHBIE MOJb30BaTeNU U(GPOBOTO mpocTpancTra. OIHAKO
JTAJIEKO HE BCE 3HAIOT, YTO MOJB30BaHWE MHOTUMHU BO3MOXXHOCTSMHU HU(GPOBOro Mupa Tpedyer
cOOJTI0IeHHSI TIPAaB HA UHTEJUICKTYAJIbHYIO COOCTBEHHOCTb.

Tepmun "HHTeNIEKTyalbHas COOCTBEHHOCTh" OTHOCHTCS K Pa3IMYHBIM TBOPEHUAM
YeJIOBEYECKOr0 yMa, HauMHas ¢ HOBBIX M300pETEeHHUH U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh
Ha TPOAYKTHl W YCIyTd, M 3aKaHuMBasg KHHUramu, QotorpadusimMu, KUHOQUIBMaMH U
MY3bIKaJIbHBIMU POU3BEICHUSIMHU.

ABTOpCKHE IpaBa - 3TO MpaBa Ha WHTEIUIEKTYyaJlbHYI0O COOCTBEHHOCTh Ha MPOM3BEIECHUS
HayKH, JIUTEPATypbl U UCKycCTBA. ABTOPCKHUE IIpaBa BBICTYNAIOT B KaU€CTBE FapaHTUU TOTO, YTO
MHTEJUIEKTYaJIbHBIN/TBOPUECKUI TpyA aBTOpa He OyJdeT HampacHbIM, JacT €My CIIpaBelJIMBbIE
BO3MOXKHOCTH 3apaboTaTh Ha pe3ysibTaTax CBOEro TPYyAad, NOJYyYUTh U3BECTHOCTh U MPU3HAHUE.
Huxkro 6e3 paszpemieHust aBTopa HE MOXKET BOCIIPOU3BOIUTH €r0 MPOU3BEIEHUE, PACTIPOCTPAHSITD,
nyOJIMYHO JIEMOHCTPUPOBATh, MPOAABaTh, HUMIOPTUPOBATH, IMYCKaTh B IMpPOKaT, MyOIMYHO
UCTIOJIHATH, IOKA3bIBaTh/UCHIOIHATH B A(Hpe WU pazmemiaTs B IHTepHeTe.

Hcnonp3oBanue "muparckoro" MporpaMMHOIO OOECeueHUs MOXKET MPUBECTH K MHOTUM
pHCKaM: OT TMOTEpPH JIAaHHBIX K TBOMM AaKKayHTaM 10 OJIOKHPOBKHM TBOETO YCTPOMCTBa, Tl
yCTaHOBJIEHA HellerajgpHas rnporpamma. He crout Taxxke 3a0bIBaTh, UTO CYIIECTBYIOT JieTajbHbIE
U OecrlaTHbIE TPOrPaMMBbl, KOTOPBIE MOXKHO HAWTH B CETH.



O nopraJjie

CereBu4oK.pp - TBOW TIJIABHBIM COBETYMK B CETH. 3J€Ch Thl MOJXKEIIb Yy3HATh O
0€30MacHOCTH B CETU MOHSATHBIM U JOCTYIHBIM SI3BIKOM, @ MIPU BO3HUKHOBEHUM KPUTUUYECKOU
cUTyaluu oOpaTHTbCS 3a COBETOM. A TakKe MPUHATH y4acTUE B KOHKYypcax M CTaTh CaMbIM
U(POBBIM TPaKTaHUHOM !



